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One-factor Cancellable Biometrics Verification Scheme

KONG Xiao-Jing! LI Xue-Jun! JIN Zhe? ZHOU Peng! CHEN Jiang-Yong!

Abstract Two-factor cncellable biometrics use tokenized random number as an external factor, however, tokenized
factor incurs severe security and privacy threats. In this paper, we propose a one-factor cancellable biometrics scheme,
which requires sole biometric as input. First, it exploits an expanded feature vector, generating seeds of randomized binary
auxiliary data by sliding a pre-defined window and Hash function, which enhances performance and security. Then, the
cancellable template hence can be generated by replacing different binary auxiliary data. Finally, the auxiliary data is
decoded by using sole query biometric. The experiments have been conducted on FVC2002 and FVC2004 databases, and
results show that the scheme does not only fulfill four design criteria of cancellable biometrics but also resist to the threat

model that enclosed three security attacks.
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Fig.2 Overview of Bloom filter transformation
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Table 1  Comparative result of various biometric template protection methods
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Table 2 Processing efficiency of WSE Hashing (s) (m = 1000, k = 3)
Py TE] FVC2002-DB1 FVC2002-DB2 FVC2004-DB1 FVC2004-DB2
JES R BE 0.035031 0.034884 0.034481 0.033151
PR B 0.034896 0.034874 0.034621 0.034647
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Table 3 EER comparison between proposed method and other methods (%)
ik FV(C2002-DB1 FV(C2002-DB2 FVC2004-DB1 FV(C2004-DB2
WSE Hashing 0.2 0.62 2.6 7.13
Binary fingerprint vector (Baseline)!*!] 0.26 0.12 1.58 4.39
URP-based IoM Hashing!*°] 0.46 2.1 4.51 8.02
GRP-based IoM Hashing!°] 0.22 0.47 4.74 4.1
Bloom filter(24 2.3 1.8 13.4 8.1
2P-MCCy 48] 3.3 1.8 6.3
EFV Hashing!” 0.32 0.63 2.62 7.14
1200 AH PR 50 4~ Mated-genuine 2348, [H, 34
A @®— WSEFVC2004 DBI 5000 (50 x 100 4~ F*) Mated-genuine 154, K&
10.00 ——d— WSEFV(2004 DB2 8 BT FVC2002 i) DB1 1 DB2. FVC2002 1y
DB1 1 DB2 iX 4 /¥l B 0wl e v o iy, Horp
£.00 iﬁn—‘* — ey Mated-genuine #1 Imposter 543> fER KR E
~ 'Y FES. XFIRX TR, AARREH r 4
= WL 2 R BE I 57, DA WSE I 75515
= | W T Y.
gf 400 b 3.5 AR
FRIEAN A 1 B B, (R — AN AR )RR AR )
2.00 x B ¢ SAFBEHH rs ERPZ AR ws, XL
v ZERNRBEERE. AN SGEAE SCHR [25] RYERHEHESL R
0.00 - p oo oo ik WSE WAy Sk ng R SRR 7R an R

m-EHIEH
K7 EER-vs-m HiZkE (FVC2004 DB1/DB2 )
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Table 4

Global measure (Dgys ) of unlinkability (m = 1000, k = 3)
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EFV Hashing!" 0.0404 0.0473 0.0465 0.0459
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